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Todd §. Schulman : .
Asgistant General Consel _ \‘ /
; -
verizon

One Yerizon Way

Basking Ridpe, NT07920-1007
Phone: 008-559-5664

Fax: 888-254-9347
toddw.schulman@verizon.com

Septernber 14, 2009

Arlets D. Cunningham
U.S. Marshals Service
Office of General Counsel
CS-3, 12" Floor
. Washington, DC 20530-1 O

Dear Ms. Cunningham:
VIA FAX TO 202/ 307-8544 AND OVERNIGHT MATL

Re: Verizon’s Obj ections to FOLA Request No. 2009USMS13662 from
Christopher Soghotan

Thank you for your lerter of Aupust 25, 2009 and for providing Verizon an
opportunity to submit writter objections to the U.S, Marshal Service’s disclosure of
specified pages of the Verizon: Lew Enforcement Legal Compliance Guide pursuant to
the above-referemced FOIA request. Specifically, you have identified parts of four
pages from Verizon’s 2007 Gu:de that you described as containing “pricing
information.”

As background, eacl: ycar Verizon receives tens of thousands of requests for
customer records or other customer information from law cnforcement. Verizon
historically received many calls 20d inquiries from Iaw enforcement regarding the
types of records, information and wiher assistance we afford; what form of legal

e . process would be needed to obtain such records, information-and-assistancer-and-what ——
we would charge to provide such records, information or assistance. In order to assist
federal and state law caforcement otficials to obtain timely and accurate information to

such questions, Verizon began producing and distributing a Law Enforcement Legal
Compliance Guide a number of vears ago. '
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That Guide cuntains confidential mformation and is only provided to law
cnforcement officials. Indeed, each and every page warns thal the contents arc
confidential, are prepared for and distributed only-to law enforcement, and should not
be distributed to anyone other thin law enforcement. The complete warning is as

follows:

All information contain:! herein should be considered confidentjal.
This information has been prepared and distributed for Law
Enforcement only. 1f you have received this, please do not disclose,
copy, or distribute 1o anyone other than an anthorized law enforcement

official.
The Guide is shared with law enforcement with the understanding that law enforcement
will not share it with the public. '

The Guide’s distribution is limited to law enforcement for good reason: much
of the information in the Guide is confidential and sensitive. The Guide contains
phonc numbers that are only avzilable to law enforcement or the intelligence
community — and not available to the public - that are to be used for law enforcement
emergencies or intelligence mattcrs. (Other numbers are available to law enforcement
for non-emergencies and to the general public.) Additionally, the Guide contains other
confidential information that is needed only by law enforcement: it advises law
enforcement of special procedures Verizon will follow in “hostage” situations; and, it
addresses types of surveillance that ar¢ only lawtully available to law enforcement such

as FISA surveillance, Title ITI wirctaps, pen registers or trap and trace devices.

'The Guide’s distribution is also limited to law enforcement because it contains
confidential pricing informatiou - the prices Verizon charges for providing certain
records, information or other assistance to law enforcement. ‘These prices arc charged
simply to offset some of Verizon's costs (and are authorized by law and, in some

instances, court orders), Verizon makes a conscious effort to shield this pricing
information from our competitors: we believe our competitors do the same. In
addition, we do not want the general public to have access to these pricing schedules.
First, such information may coizfuse our customers and waste our resources '
Customners may see a listing of records, information or assistance that is available only
to law enforcement (with appropriate lawfitl process) but call in to Verizon and seek
those same serviecs. Such calls would stretch limited rosources, especially those that
are reserved only for law enforcement emergencics, Other customers may, upon seeing
the availability of certain services to law enforcernent (such as wirelapping, for
instance), become unnccessarily afraid that their lines have been tapped or call Verizon
to ask if their [ines are tapped (2 question we cannot answer). Additionally, the pricing
information is now outdated — almost 2 and a half years 0ld — and may lead to more

confusion.
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Marenver, the availabiiity of the pricing schedules to the general public may
interfere with law cnforcement investigations. As 4 trustee of information that is
lawfully used by law enforcement to enforce the law and protect the public, we take

our duty to not unnecessarily relcase that information very seriously. Our pricing

¢ general public out of concern that a criminal may hecome aware
of our capabilities, see a change to his scrvice, correct] y assume that the change was
madc st the lawtul request of law enforcement and alter his behavior to thwart a law

enforcement investigation.

Against that background, we believe that the release of the pricing information
in the Verizon Guidc is cxemnp! from disclosure pursuant to Exemption 4 of the FOIA.
As expressed above, this is commercial and financial information. that Verizon
provides to law enforcement. Because Verizon provided the Guide to the Marshals
voluntarily, the standard in Critical Mass Energy Project v. Nuclear Regpulatory
Comm’n, 975 F.2d 871 (D.C. Cir. 1992) (en banc), cert. denied, 507 U.S, 984 (1993,
applics.” There, the D.C: Circuit announged a categorical rule for determin ng whether
information provided on u vohumtary basis was confidential, declatng that such
information is “confidential™ for the purpose of Exemption 4 if it “is of a kind that
would customarily not be released to the public by the person from whom it was

obtained.” ld. at 879. '

The Guide is of a kind thiit is nol customatily “released to the public” by
Verizon. In fact, this Goide is rever released to the public. Tt is not released to the
public because Verizon desires to keep its pricing schedules from its comnpetitors; it is
not rcleased to the public becanse Verizon docs not want to confuse its customers or
dissipate its resources; and, it is not rcleased 1o the public because Verizon does not

!'This Guide was clearly provided volur:srily, within the meaning of Crition] Mass. We were not
obliged to provide it to the Marshals. F.rr instunce, it was not provided under threat of compulsion ar in
response (0 # request for pricing. Yer even if, for the sake of argument, the Guide was compelled and
thus the test for confidentiality sct forth in National Parks & Conservation Ass'n v. Morton, 498 F.3d
765 (D.C. Cir. 1974), applied, we would meet that standard, too. For the reasons discussed above, the
disclosure of this information would ausc substaptial harm to Verizan’s competitive position. The
disclosure of our pricing schedules wouid allow our compctitors to se¢ our pricing, would confuse our
customers, would put pressure on vwr resources, and cause customers oy delzct to competitors. At the
same time, disclosure of this informanes would impair the government's ability to obtam necessary
intormation in the futre. If Verizon believed that there were a reul threat that the Magshal's would
disclose the Guide, or parts therect. 1 i public, Verizon would no foriger voluntsrily make the Guide

avuilable (o the Mershuls (or other soveniunent entities).
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want o interfere with law enforcement investigations.? As such, the pricing
information in the Guide is cusfidential and exempt from disclosure under Gxemption

4 of the FOIA.

Finally, if the Marshals scrvice were to disclose any of the pages from the
Guide, please note that the top half of page 8 does nol reflect any pricing information
and, as such, would appear 10 be non-responsive to the FOIA request. Thus, we

respeetfully request that you redact everything but the pricing schedule box on the
bottom half of page 8 if for sume reason you were to produce it notwithstanding the

objections stated above.

In sum, Verizon’s Guide is confidential, as evident by the warning on sach page
that it is “confidential” and *has been prepared and distributed for Law Enforcement
only.” Because it is not a public document it should not be produced in response to the

above referenced FOIA request.

If you have any questions regarding this matter, please call me at the number

above,
Very truly yours,

Todd 8. Schulman
Assistant General Counsel

o

? It ulso appeurs that the Marshals Servize can avoid disclosure under Exemption 7. For the reasons
addressed above, relense of informatics ihat could altcr the behavior of criminals and cause them to
evade investigations would appear to mzet Exemption 7(E), which applies to records that would discloge
techuiques and procedures for law enfurcoment investigations or prosecutions iauch disclosure cauld

reasonably be expected to risk circunyvention of the faw.



