FOIA REQUEST
9/3/2009

Yahoo! 1/28/2008 $30.41
Yahoo! 3/15/2008 $110.41
Yahoo! 12/17/2007 $20.41
Yahoo! 1/18/2008 $20.41
Yahoo! 2/4/2008 $30.41
Yahoo! .6/11/2007 $30.41
Yahoo! 7/5/2007 $20.41
Yahoo! 8/10/2007 $30.41
Yahoo! 10/9/2007 $20.41
Yahoo! /8/13/2007 $20.41
Yahoo! 9/5/2007 $30.41
Yahoo! 2/6/2008 $40.41
Yahoo! 8/27/2007 $59.50
Yahoo! $40.42
Yahoo! 6/12/2008 $20.42
Yahoo! 7/2/2008 $20.42
Yahoo! 7/29/2008 $20.00
'|Yahoo! 7/9/2008 $30.42
Yahoo! 8/20/2008 $39.50
Yahoo! 8/18/2008 $20.42
Yahoo! 4/29/2008 $20.41
Yahoo! 5/1/2008 $90.41
Yahoo! 5/8/2008 $20.41
Yahoo! 9/9/2008 $30.42
Yahoo! 10/30/2007 $20.41
Yahoo! 3/3/2008 $30.41
Yahoo! 2/21/2008 $20.39
Yahoo! 5/15/2007 $20.39
Yahoo! 2/11/2007 $20.00
Yahoo! 6/19/2009 $20.39
Yahoo! 8/14/2006 $50.39
Yahoo! 6/12/2006 $20.39
Yahoo! 4/21/2006 $48.00
Yahoo! 4/26/2006 $20.39
Yahoo! 3/13/2006 $20.39
Yahoo! 3/24/2006 $20.00
Yahoo! 10/18/2006 $20.00
Yahoo! 9/11/2006 $48.00
Yahoo! 9/21/2006 $48.00
Yahoo! 9/20/2006 $48.00
Yahoo! 9/11/2006 $48.00
Yahoo! 8/29/2006 $20.39
Yahoo! 8/21/2006 $48.00
Yahoo! 9/20/2006 $48.00
Total $2,869.26




FOIA REQUEST
9/3/2009

Company Name . ‘Date == Amount

Google ' 1/4/2008 $25.00
Yahoo! 6/8/2007 $30.00
Yahoo! 1/16/2007 $20.39
Yahoo! 11/17/2006 $28.00
Yahoo! 10/31/2006 $28.00
Yahoo! 11/2/2006 $28.00
Yahoo! 11/2/2006 $28.00
Yahoo! 1/4/2007 $40.39
Yahoo! 2/21/2007 $20.39
Yahoo! 7/6/2007 $30.41
Yahoo! 6/26/2007 $20.41
Yahoo! 7/9/2007 $20.39
Yahoo! ' 3/16/2007 $28.00
Yahoo! 4/10/2007 $20.39
Yahoo! 2/27/2008 $29.50
Yahoo! . 2/27/2008 $20.41
Yahoo! 10/10/2008 $49.50
Yahoo! 1/24/2007 $20.39
Yahoo! 2/12/2007 $20.39
Yahoo! - ! 2/7/2007 $20.39
Yahoo! - 6/8/2007 $20.00
Yahoo! 11/22/2008 $40.42
Yahoo! : 8/28/2007 $20.41
Yahoo! 11/21/2008 $89.92
Yahoo! ' 10/10/2008 $49.50] .
Yahoo! 12/12/2008 $29.50
Yahoo! 2/2/2009 $20.42
Yahoo! 12/16/2008 $20.42
Yahoo! , 9/9/2008 $69.50
Yahoo! 2/17/2009 $40.84
Yahoo! ' 5/4/2007 $30.39
Yahoo! : 3/2/2007 $20.39
Yahoo! _ 6/8/2007 $50.00
Yahoo! 8/15/2007 $30.41
Yahoo! 3/16/2007 $48.00
Yahoo! 3/23/2007 $20.39
Yahoo! ' 10/3/2007 $20.41
Yahoo! 11/27/2007 $20.41
Yahoo! 11/27/2007 $20.41
Yahoo! _ 11/16/2007 $49.50
Yahoo! 3/14/2008 $30.41
Yahoo! 3/14/2008 $30.41
Yahoo! 5/13/2008 $60.42
Yahoo! 1/16/2008 $30:41
Yahoo! 12/26/2007 $20.41




Google Inc. . Main 650 25
1600 Amphitheatre Parkway Go O le Fax 650 ngggg?
. www.google.com

Mountain View, CA 94043

~ January 4, 2008

Via FedEx Only

" (S Mashals Semice
¥

.
St. Paul, MN 55101

~_Re: Pen Regxster/‘l'rap Trace dated 12/26/2007 (Internal Ref. N@> b ;2
oo (-

Pursuant 1o the Pen Register/Trap Trace issued in the above-referenced matter, we have
conducted a diligent search for documents and information accessible on Google's systems that are
responsive to your request. Our response js made in accordance with state and federsl lsw, including
the EJectronic Communications Privacy Act. See 18 U.S.C. § 2701 et seq.

We understand that you have requested customer information regarding the user account

specified in the Pen Register/Trap Tjace, which includes the following information: (1) Subscriber
informatjon for the Gmail accounmgmail «com; (2) Information regarding session 7Q,

‘timestamps and originating IP address for recent logins by this account; and a CD contammg (3)
Header information for the specified date range.

To the extent any document provided herein coniains-information exceeding the scope of
your reguest, protected from disclosure or otherwise pot subject 1o production, if at alf, we have
redacted such information or removed such data fields. :

Finally, in accordance with Section 2706 of the Electronic Communications Privacy Act,
Google requests reimbursement in the amount of $25 for reasonable costs incurred in processing your
request. Please forward your payment to Google Custodian of Records, at the address below and

please write the Internal Reference Numbe: on your check. The federal tax
1D number for Google is 77-0493581. b jo iy _
Very txuly yours,

b 7C

Legal Assistant

APRRQOV
CASE NAME:

R HEHEBY CERTIFY THAT THE PAYMENT
. SOUGHT IS TRUE AND CORRECT TQ
k THE BEST OF MY KNOWLEDGE.




U.S. Department of Justice

United States Marshals Service

Office of General Counsel

Washington, DC 20530-1000

December 3, 2009

Mr. Christopher Soghoian
P.O. Box 2266
Washington, DC 20013

Re: Freedom of Information Act (FOIA) Request No. 2009USMS13662

Dear Mr. Soghoian:

Final reference is made to your request to the United States Marshals Service (USMS) for
invoices, price lists, and other information created between January 1, 2006 and January 1, 2009,
detailing the amount of money paid by the USMS to major providers of internet based services
used in responding to subpoenas, warrants, pen registers, trap and trace requests, etc.

The USMS has completed its review of the 92 pages of invoices responsive to your
request and has determined to grant you access, except for internal agency information;
confidential commercial information that was voluntarily submitted, including account and ABA
numbers; names and (telephone) numbers of law enforcement officers/government employees;
and names and numbers of third-party individuals referenced therein, which are exempt from
disclosure pursuant to the Freedom of Information Act, 5 U.S.C. 552(b).

Exemption 2 allows an agency to withhold matter related solely to internal personnel
rules and practices. Certain information withheld under this provision meets the test of
“predominant internality,” set forth in Crooker v. BATF, 670 F.2d 1051 (D.C. Cir. 1981).
Disclosure of this information could risk circumvention of the law. Exemption 4 protects trade
secrets and commercial or financial information obtained from a person which is privileged or
confidential. Exemption 7(C) allows an agency to withhold records or information compiled for
law enforcement purposes, to the extent that disclosure could reasonably be expected to
constitute an unwarranted invasion of personal privacy. A copy of these 92 pages of documents
is enclosed.



Mr. Christopher Soghoian
December 3, 2009
Page Two

If you are dissatisfied with my action on this request, you may appeal by writing to the
Director, Office of Information Policy, United States Department of Justice, Suite 11050, 1425
New York Avenue, NW, Washington, D.C. 20530-0001. Your appeal must be received within
60 days of the date of this letter. Both the letter and the envelope should be clearly marked
“Freedom of Information/ Privacy Act Appeal.” In the event you are dissatisfied with the results
of any such appeal, judicial review will thereafter be available to you in the United States District
Court for the judicial district in which you reside or have your principal place of business, or in
the District of Columbia.

Sincerely,

o/ K@ &{ \ ,//. :/
/, /

77
/7 ,William E. Bordley
/‘“ﬂAssociate General Counsel/FOIPA O
5 / Office of General Counsel

Enclosures



